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START OF CHANGES

***** CHANGE 1

4.X
Security elements in the home network

4.X.1
Authentication server function (AUSF)

The AUSF is an authentication function resides in a secure environment in an operator’s network that interacts with the ARPF and terminates requests from the SEAF sitting in the serving network. The AUSF requests the authentication vector from the ARPF and generates from KAUSF the anchor key KSEAF for the SEAF specific for usage in the serving network, to enable further key derivation after a successful authentication run. 

The AUSF takes the role of the EAP server if an EAP AKA' authentication method is used.
4.X.2
Authentication credential Repository and Processing Function (ARPF)

Authentication credential Repository and Processing Function (ARPF) stores the long-term security credentials used in authentication, executes any cryptographic algorithms that use the long-term security credentials as input, and generates the authentication vector for the SUPI of a subscriber. 
If SUPI is encrypted to SUCI, the SIDF needs to be involved before ARPF can provide the authentication vector.
 4.X.3
Subscription identifier de-concealing function (SIDF) of the UDM
The Subscription Identifier De-concealing Function (SIDF) service is offered by the network function UDM in the home network of the subscriber responsible for de-concealing an over the air protected subscription identifier (SUCI). 

***** CHANGE 2
4.Y
Security elements in the serving network

4.Y.1
Security anchor function (SEAF)

The security anchor function (SEAF) is the authentication functionality in the core network. The SEAF is interacting via AMF with the UE and the AUSF in the UE's home network. The SEAF receives from the AUSF the authentication vector for starting the UE authentication process. This vector includes the anchor key KSEAF that the SEAF will use after successful authentication of the UE to provide AMF with the security context needed to establish a secure connection with the UE. This intermediate key sent to the SEAF in the visited network is specific to the visited network. 

END OF CHANGES


